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Discussion: Controlling Access
Securing organizational data and resources is vital for any enterprise. Information systems must be harnessed with control measures that shield access from authorized individuals. Employees may also not access system resources that they do not need in the execution of their duties. There various access control methods, which include Discretionary Access control, Mandatory Access Control, and Role-based Access Control.
Discretionary Access Control is an access control method where the owners of the protected resources define who and what is authorized to access the information. It is the least secure access control method and gives the owner of the resource full discretion to decide who to give access. For example, the owner of a resource file may use a password to facilitate access and give select few the password to access the file.
Mandatory Access Control is control model where the access to a resource is regulated by a central body. The access rights are based on a predetermined rules and settings generated by a system administrator or the owners of a resource. It categorizes different access levels often giving different users different access capabilities. An example of such control method is the security enhanced Linux which is used in Linux OS.
Role-based Access Control is the most common and widely used access control method. Access to a resource is determined by the role that the employee play in the enterprise. It gives access based on various factors such as authority, competency, and responsibility. It installs particular restrictions and limit the tasks that a user can execute in the system. The method relies on a complex structure of role assignment and authorization. It has been reliably used to control employees’ interaction with system resources.
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